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MANY PROBLEMS FACING CITIES TODAY

Health and substance abuse

Changing demographics

Lack of affordable housing and homelessness

Crime

Infrastructure management

Environmental degradation (soil, water, air)

Energy use and carbon footprint

Resilience to climate change
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Source: Survey of American mayors, 2017



SOME CAN BE SOLVED BY ‘SMARTNESS’

Health and substance abuse

Changing demographics

Lack of affordable housing and homelessness

Crime

Infrastructure management

Environmental degradation (soil, water, air)

Energy use and carbon footprint

Resilience to climate change
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DIGGING DOWN…

Crime

Infrastructure management/environmental degradation
 transportation networks
 water supply
 stormwater and sewage
 waste management and recycling
 leaf and snow clearance
 tree cover and parks
 parking

Energy use and carbon footprint

Resilience to climate change
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AT A HIGH LEVEL…

Moving
 Energy
 People
 Water
 Waste (including leaves and snow)

Spending
 Money
 Energy
 Carbon

With susceptibility to shocks
 due to climate change
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CAN WE TREAT THE CITY AS AN ORGANISM?

Study the movement of energy, materials, people, waste
 to help understand and solve problems

Examples
 studying flow of vehicles can identify congestion points and parking needs
 studying flow of water can identify water losses and reservoir capacity
 study of snow fall and movement can identify snow clearance routes
 …
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BUT…
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THIS IS CHANGING …

Open data initiatives from all levels of government
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BUT THERE IS MORE…

Internet of things
Allows pervasive measurement, communication, monitoring, and control
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MICRO SENSORS



PERVASIVE COMMUNICATION



PERVASIVE CONTROL



Source: European Technology Platform Vision Document



BUT ALSO…
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https://www.globalsmartcitysolutions.ca/products



BUT THERE IS MORE…

Internet of things

Data science
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22Image Source: http://www.kiwidatascience.com/

Data -> models



BUT THERE IS MORE…

Internet of things

Data science

Blockchains
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WHAT IS A BLOCKCHAIN?

A globally visible ledger that is owned by no one but can be trusted by everyone



BLOCKCHAINS FOR SMART CITY DATA

Blockchains can hold consent for data use

Proves that data access is valid

Fills the privacy gap
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Collection Consumption
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Collection Curation Consumption
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Collection Cleaning Curation Consumption
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Collection Cleaning Curation Classification Consent? Consumption

PII

No PII
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Collection Cleaning Curation Classification Consent? Consumption

PII

No PII

By a ‘role’



CONSENT

I {grant/withdraw} my consent 

to {my} PII data subset 

to {consumer/role}

{from time x to time y}

Can be delegated
 I {grant/withdraw} my consent 
 to {my/my delegator’s} PII data subset 
 to {consumer/role}
 {from time x to time y}
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Collection Cleaning Curation Classification Consent? Consumption

PII

No PII

Residents Give/withdraw 
consent Blockchain

YesOK?

By a ‘role’
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Collection Cleaning Curation Classification Consent? Consumption

PII

No PII

Residents Give/withdraw 
consent Blockchain Certification

YesOK?

By a ‘role’
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Collection Cleaning Curation Classification Consent? Consumption

PII

No PII

Residents Give/withdraw 
consent Blockchain Certification

YesOK?

By a ‘role’

OK?



TO SUM UP

Cities can be viewed in metabolic terms

and to manage them, we need to understand the flow of energy, materials, 
and people

So far, a lack of data and analytical capabilities

This will change with IoT and Data Science

But there is a danger with unrestricted sensing

So we will also need blockchain to protect privacy by storing consent
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